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0 History  
 
29.10.2005 Initial Commit (um) 
13.11.2005 Typos removed, CRC sample code (um) 
4.5.2005 Typos in 3.2.1, added field lengths in 3.3.8 (um) 
 

 

1 Scope and Preliminaries 
 
This document applies to Flarm firmware version 2.1.5 and above. 
 
Whenever applicable, Little Endian Encoding (LSB first) is used. 
 
 

2 Introduction 
Flarm’s binary protocol (BP) is built for high-volume data transfer, such as obstacle upload and 
logging data download. Unlike the text-based protocol (TP) which is active in normal operation, its 
format is strictly defined.  
 
BP is message based. Messages (or frames, which is used interchangeably in this document) 
consist of length information, redundancy checksum, sequence number, version number and 
payload. To reliably mark a starting frame in the byte stream, aspecial frame start character and 
escaping is used. 
 
TBD 
 
3 Description 
 
3.1 Initiating Binary Mode 

Switching to BP is initiated through the TP. Connection should first be checked by sending a ping 
sequence in TP. Binary mode is engaged by sending the text command “$PFLAX” (including a 
newline character) to Flarm. After switching, connection should again be checked by issuing a 
ping. 
 
 
3.2 Layers 

The binary protocol has a layered structure, though a very simple one: 
 

• The physical layer is defined by the hardware, normally RS-232 or USB. 
• The data link layer performs framing / deframing (putting/extracting payload data into 

frame structures) and escaping / de-escaping 
• The application layer interacts directly with the data link layer. 

 
3.2.1 Data Link 
Escaping is a technique to enlarge the range of available codes. BP uses this technique to add the 
startframe special code. Escaping is performed on the framed data (i.e. read to send). De-escaping 
is performed on the raw input stream. Escaping / De-escaping can be seen as a sub-layer since it 
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is transparent to the data stream. Apart from passing through data, it generates or consumes 
STARTFRAME signals. 
 
When transmitting or receiving raw data, there are two modes: normal and escaped. In normal 
mode, characters are passed through normally, except for two special characters: the frame start 
character and the escaping character. A character which follows the escape character will be 
processed in escaped mode. The start frame character is inserted into the stream by receiving 
events from framing. When receiving, it is consumed (and thus removed from the stream), 
generating a signal sent to the layer above. 
 
 

Identifier ASCII Code Description 
STARTFRAME 0x73 Frame start character 

ESCAPE 0x78 Escaping character. Following character is 
interpreted in escaped mode 

ESC_ESC 0x55 Encodes the ESCAPE character. E.g. 0x78 0x55 
becomes 0x78 

ESC_START 0x31 Encodes the STARTFRAME character. E.g. 0x78 
0x31 becomes 0x73. 

 
 
 
When a STARTFRAME character is received, escaping is to be reset, no matter what the actual 
mode is. This may help to recover from communication errors. 
 
In the layer model, framing is on top of escaping. The application layer directly interacts with 
framing. In framing, data coming from the application layer is being structured; error detection and 
version information are added. When receiving, the raw data stream is interpreted, checked for 
correctness and passed to the application layer. Frames are structured as follows: 
 
 
Field Byte Addr Type Description 
Length 0 UINT16 Length of the frame: payload+8 

Version 2 UINT8 Protocol version. Frames with higher version number 
than implemented by software shall be discarded. 

SeqNo 3 UINT16 Sequence counter. Shall be increased by one for 
every frame sent.  

Type 5 UINT8 Message type 

CRC 6 UINT16 CRC over the complete message, except CRC field 

Payload 8  Payload data. Specified by msg. type. 

 
Note that the protocol does not define a host, the two communicating devices are peers.  
 
3.2.2 CRC Computation 
For crc computation, the XMODEM algorithm is to be applied. Sample code is given below. The init 
value for crc is 0x00. 
 
  uint16_t crc_update (uint16_t crc, uint8_t data) 
    { 
        int i; 
 
        crc = crc ^ ((uint16_t)data << 8); 
        for (i=0; i<8; i++) 
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        { 
            if (crc & 0x8000) 
                crc = (crc << 1) ^ 0x1021; 
            else 
                crc <<= 1; 
        } 
 
        return crc; 
    } 
 
3.3 Messages 

In the current implementation, Flarm will only react (by sending ACK or NACK messages), but not 
start sending messages of its own. However, this behaviour should not be relied upon. List of 
message types: 
 
Message ID Code Payload 

Length 
Description 

ACK 0xA0 Var. Positive Acknowledge 

NACK 0xB7 Var. Negative Acknowledge 

PING 0x01 0 Ping, connection test 

SETBAUDRATE 0x02 1 Set line speed 

FLASHUPLOAD 0x10 (528+2) Upload flash page 

EXIT 0x12 0 Reset Device, exit binary communication mode 

SELECTRECORD 0x20 1 Select log record to download 

GETRECORDINFO 0x21 0 Get IGC info string for selected record 

GETIGCDATA 0x22 0 Get IGC log record data 

 
 
 
3.3.1 ACK 
Positive response to a command or request. ACK messages have a variable size payload, they 
may contain additional information. The first two bytes always contain the sequence number of the 
message this ACK responds to: 
  
<seqNo:2> <data:var> 
 
 
3.3.2 NACK 
Negative response to a command or request. Otherwise identical to ACK. 
 
 
3.3.3 Ping 
Checks connection. Flarm will respond with an ACK with no additional data. 
 
 
3.3.4 Set Baud Rate 
Sets baud rate. The payload is structure as follows: 
 
<speed:1> 
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Flarm will reply by sending an empty ACK, then immediatly switching the line speed. Connection 
should be checked by sending pings after changing baud rate. The following values are permited 
for speed: 

0 4800 bps 
1 9600 bps 
2 19200 bps 
4 38400 bps 
5 57600 bps 

 
 
3.3.5 FLASH Upload 
Uploads a data page to the external flash memory. Payload has the following structure: 
 
<pageaddress:4> <pagesize:2> <data:var> 
 
In the current flarm implementation, pagesize is 528. Flarm will send an empty ACK if the data is 
stored successfully. Otherwise, a NACK is sent. 
 
 
3.3.6 Reset Device 
Resets the device. The only way to resume normal operation. 
 
3.3.7 Select Log Record 
Select a log record for subsequent readout. Payload: 
 
<recordNo:1> 
 
Records are numbered starting with 0, which is the most recent record. The number of available 
records (i.e. the maximum index) varies. Flarm will respond by sending an empty ACK if the record 
has successfully been selected, NACK otherwise. When enumerating all entries, the client should 
start with record 0, increasing the number until Flarm sends a NACK. 
 
 
3.3.8 Get Record Info 
Queries info on currently selected record. Payload is empty. Flarm responds by sending an ACK 
with the following payload structure (see ACK): 
 
<seqNo:2> <info:var> 
 
Info is a null-terminated string of the form 
 
2000-11-08|20:05:21|01:21:09|J.Doe|XYZ|15M 
 
Where the pilot name may take up to 100 bytes, while class, glider- and competition ID can take up 
to 32 bytes. 
 
3.3.9 Get IGC Data 
Download IGC file for currently selected record. Flarm responds by sending an ACK containing a 
part of the log record (ASCII encoding). The procedure is repeated until the record is transferred 
completely. Flarm will send an EOF character (0x1A) as the last character, when the process is 
completed. 
 
The ACK’s payload is structured as follows 
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<seqNo:2> <progress:1> <data:var> 
 
Progress is in percents. It may not be accurate and must not be used for means other than 
displaying progress information to the user. Note that there is no means to get a specific part of the 
log record. If the procedure fails at some point, it has to be repeated from the beginning. 
 
 
 
 
 


